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AMENDMENTS TO THE CLAIMS WITH MARKINGS TO SHOW CHANGES MADE, 
AND LISTING OF ALL CLAIMS WITH PROPER IDENTIFIERS 

1. (Currently amended) A method for securely providing event-relevant 
information transm i tt i ng mossagos about an alarm event ef occurring in a 
machine from an industrial controller controlling the machine to a specified 
remote receiver via a network using an Internet-related protocol, comprising the 
steps of: 

g e n e rat i ng w i th an a l arm i ndicat i ng systom, i f a spoo i f i od a l arm ovont 
occurs, e v e nt - r ele vant i nformat i on comprising ovont mossagos, fau l t m ess ag e s, 
i nformat i on about mach i n e status and process informat i on, or a comb i nat i on 

assigning a specific receiver to each specific alarm event; 

writing the event-relevant information provided by the controller to a 
database l oc a t e d w i th i n th e i ndustria l contro l l e r ; 

transmitting to the specified receiver only a receiver-specific message 
indicating that the a specified alarm event has occurred and not containing 
sensitive event-relevant information; and wh e r ei n th e r e c ei ver spoo i f i o mossago 
i tse l f doos not i nc l ude ovont ro l ovant i nformat i on; r e c ei v i ng tho rooo i vor spoc i f i c 
m ess ag e at th e s p e c i f ie d reco i vor; 

accessing from tho sp e c i f ie d roco i vor the event-relevant information in 
written to the database for the specified receiver via a Web server using a 
cryptographically protected communication protocol based on an Internet 
browser in response to the receiver-specific message, and 

perform i ng basod on tho ovont r el evant i nformat i on at l oast ono of fa il uro 
ana l y si s and fau l t r e pa i r of tho mach i ne : 

2. (Currently amended) The method of claim 1, wherein the cryptographically 
protected communication protocol i mp l omontod i n based on the Internet 
browser comprises a "Hypertext Transfer Protocol Security" protocol. 



5 



Docket No.: BARTH-2 
Appl. No.: 10/659,766 

3. (Original) The method of claim 2, wherein the "Hypertext Transfer Protocol 
Security" protocol comprises a "Secure Socket Layer" protocol or a "Transport 
Layer Security" protocol. 

4. (Previously presented) The method of claim 1, wherein the receiver-specific 
message is transmitted to the specified receiver as an e-mail message, an SMS 
message or as a voice message. 

5. (Currently amended) The method of claim 4, wherein the e-mail message 
includes a cross-reference, in particular a URL address, that provides a link to 
the r e c ei v e r - sp e c i f i c event-relevant information that is stored in the database for 
the specified receiver . 

6. (Currently amended) The method of ciaim 1, wherein the event-relevant 
information furthor oompr i soc written to the database for the specified receiver 
includes file attachments which are stored in the database for the specified 
receiver . 

7. (Original) The method of claim 1 , wherein access to the Web server is protected 
by a login prompt and a password. 

8. (Previously presented) The method of claim 1, wherein the Web server is 
integrated with hardware of the controller. 

9. (Original) The method of claim 1 , wherein at least one of the database and the 
Web server are implemented as hardware that is separate from hardware of the 
controller. 
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10. {Currently amended) The method of claim 1, wh e r ei n acooss i ng from tho 
roco i vor tho ovont r ele vant i nformation i n tho dotaboso oompr i sos further 
comprising the step of transmitting at least one of data, parameters and 
programs from the specified receiver to the controller. 

1 1 . (Currently amended) A method for securely providing event-relevant information 
tran s m i tt i ng mossagos about an alarm event ef occurring in a machine from an 
industrial controller controlling the machine to a specified remote receiver us i ng 
a mod e m conn e ct i on prot e ct e d by an authent i cat i on protoco l, comprising the 
steps of: 

gonorat i ng w i th an a l arm i nd i cat i ng systom, i f a sp e c i f ie d a l arm evont 
occurs, e v e nt - r ele vant i nformat i on compr i s i ng ovont mo ssa g es , f a u l t m e s s ag e s, 
i nformat i on about m a ch i n e s tatus and proc e ss i nformat i on, or a comb i nat i on 
th e reof * 

assigning a specific receiver to each specific alarm event: 

writing the event-relevant information provided by the controller to a 
database l ocated w i th i n tho i ndustr i al control l or ; 

transmitting to the specified receiver in response to the alarm event to th e 
spoo i f i od roco i vor on l y a receiver-specific message indicating that the a 
specified alarm event has occurred and not containing sensitive event-relevant 
information: and whoro i n tho r o c oi vor spec i f i c mossago i tco l f doo s not i nc l udo 
e v e nt ro l ovant i nformat i on ; 

r e c ei v i ng th e r e c ei v e r - spoo i f i o mossago a t th e sp e c i f ie d r e c ei v e r; 

accessing from tho opoc i f i od roco i vor the event-relevant information m 
written to the database for the specified receiver via a oryptograph i oa ll y 
prot e ct e d commun i cat i on protoco l via tho modem using a modem connection 
protected by an authentication protocol, in response to the receiver-specific 
message : and 

p e rform i ng basod on tho ovont ro l ovant i nformat i on at l oact ono of fa il ur e 
ana l ys i s and fau l t r e pa i r of th e mach i n e. 
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12. (New) The method of claim 1, wherein the event-relevant information written to 
the data base includes at least one of event messages, fault messages, 
information about machine status and process information, or a combination 
thereof. 

13. (New) The method of claim 1 , further comprising the step of performing at least 
one of failure analysis and fault repair of the machine using event-relevant 
information accessed using the same cryptographically protected 
communication protocol. 

14. (New) The method of claim 1, wherein only a receiver-specific message 
indicating that a specified alarm event has occurred is transmitted to the 
specified receiver. 

15. (New) The method of claim 1, wherein the event-relevant information written to 
the data base includes at least one of event messages, fault messages, 
information about machine status and process information, or a combination 
thereof. 

16. (New) The method of claim 1 1 further comprising the step of performing at least 
one of failure analysis and fault repair of the machine using event-relevant 
information accessed using the same authentication protected communication 
protocol. 

17. (New) The method of claim 11, wherein only a receiver-specific message 
indicating that a specified alarm event has occurred is transmitted to the 
specified receiver. 
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18. (New) The method of claim 11, further comprising the step of transmitting at 
least one of data, parameters and programs from the specified receiver to the 
controller. 

19. (New) The method of claim 11, wherein the event-relevant information that is 
written to the database includes at least one of event messages, fault 
messages, information about machine status and process information, or a 
combination thereof. 

20. (New) The method of claim 11, wherein only a receiver-specific message 
indicating that a specified alarm event has occurred is transmitted to the 
specified receiver. 
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